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A zero-knowledge proof protocol based on discrete logarithm problem

Dongyue Xia
Beijing No. 4 Middle School, Beijing

[ Abstract] In this paper, some conclusions and methods of designing protocols are obtained by referring to
previous researches on zero-knowledge proof. On this basis, aiming at reducing the deception probability of the zero-
knowledge proof protocol, the discrete logarithm problem is used as the mathematical support and the cut and choose
technique is used as the basis for the design. A new zero-knowledge proof protocol is designed by introducing a
random number as the innovation point in the final verification process and using a more complicated protocol
algorithm to cut and choose process. After deducing the hypothesis of various situations, the deception scheme design
under different premises is obtained. The final deception probability is obtained by using probability product events,
and the goal of reducing the deception probability is achieved by comparing with the previous achievements. A
personalized design scheme is proposed to reduce the probability of deception, and the future application and
development direction of the protocol are given.
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