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Establishment and Countermeasures of Smart City Security Risk Assessment Model
Zhengrui Qiu
Social Sciences and Humanities College, Northeastern University, USA

[ Abstract] There are many risks and threats hidden in the process of building a smart city. A correct
understanding and assessment of these risks is the basis for improving the security guarantee capability of a smart
city. From the perspective of risk sources, identify the main risk sources of smart city security, build an ANP structural
model by analyzing the interdependence between indicators, and calculate the indicator weight using super decision-
making software. A smart city security risk assessment indicator system has been established, In order to reflect the
dependency between the elements of the network layer, it is necessary to do a stability treatment on the weighting
matrix, and calculate the limit matrix of the weighting matrix to reflect the global weight value of the smart city
security risk assessment index, which includes four first level indicators, eight second level indicators, and 30 third
level indicators, including environmental risk, data risk, user risk, and management risk. Among them, managers
need to pay more attention to environmental risk, followed by management risk, data risk, and user risk, and propose
smart city security risk response strategies.
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